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ABSTRACT

This paper proposes a new measurement scheme for estimating the processing level according to risk when performing

de-identification in the use of personal information by practitioners in the organization in line with the recently revised Data
3 Act. Our proposed methods considered the surrounding circumstances surrounding the data, not just the data, for risk
measurement, and divided the data situation into three categories more systematically so that it can be applied in all areas
in a general-purpose environment, the data utilization environment, and the data (self) so that it can be calculated
quantitatively based on each context risk according to the presented classification. The proposed method is designed to
calculate the risk of existing de-identifiable information in a quantitative manner so that personal information controller in
general organizations can use it in practice, not just in the qualitative judgment of experts.
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on re-identification

3.1 Data

‘ 3.2 Data

3.3 Data
sensitivity

re-identification

‘ Inner linkage ‘ |Outer linkage ‘

organization

distribution

-

3.1.1 Whether 3.2.1 Distribution
.4 & v — “ unique identifiers are of values in each
1.1 WHY?(Objective) 2.1.1 Intention and 221 Impact of included in the data column
ability to re- information subject on 3.1.2 Number of d
identification of data re-identification 3.2.2 Whether
1.2 WHAT? users or recipients columns outliers are
(Linkage source) included
3.1.3 Statistical
2.1.2 Data privacy level characteristics of
1.3 WHERE?(Process) of data users or dataset

recipients

1.4 WHERE?(Place)

1.5 HOW?(Release)

1.6 HOW?(Provision)

el

1.7 HOW?(Usage)

3.3.1 Temporal
characteristics
of original
data

3.1.4 Number of
quasi-identifier
columns

3.1.5 Number of
sensitive information
columns

3.1.6 Whether the
original population is
an entire population

Fig. 1. The classification of data situation
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industry is
included
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1. Classification of how data is used
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(Objective) (Linkage source)
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scientific T X
research 1.4.2 External use - ‘ 1.6.2 Periodic period ‘ ‘ 1.7.2 Multi-purpose use |
" 1.2.2 Different 1.3.2 Qutside the 1.5.2 Full disclosure
preservation P
of public organs  institution P —E—— 163 A fired period
4.3 Internal and Externa b
records, etc. (private institution) use 1.5.3 Data Use Ag t
1.3.3 State-
1.1.2 And the designated 1.5.4 Sandbox for external
rest professional users (closed room)
organizations

Fig. 2. The classification of how data is used

‘ Classification of how data is used

‘ Simple use | ‘ Data linkage
§ Inner linkage ‘ i Outer linkage
1.3 WHERE?
(Process)

1.1 WHY?(Objective) 1.3.1Inside the
organ ) 1.5 HOW?(Release)
1.1.1 Statistics writing, ) i) —— - 1.6 HOW?(Provision)
scientific research, - 1.3.2 Quitside the . 1.5.1 Internal analysis
i i T —— frstituti room
preservation of public |, B Austitytion ! 1.6.1 Onetime

records, etc. (private institution) -
- - "4 1.5.2 Full disclosure

123 5tte- |

1.1.2 And the rest 1 I o ————
. i J . 1.6.2 Period| d
designated .| 1.5.3 Data Use - erlodic penof
rofessional ! Agreement . -
grgani:a':inns i & ‘o | 1.6.3A fixed period
- rac > Ml 1¢5.4 Sandbox for

7 external users

L] rawHmResPe | |1, (dosed room)

: 1 4| | 1.4.1 Internal use | a
\| | 1.2.2 Different || [ J
A organs iy 7

1| 1.4.2 External use A

. 9| [ 1.43 Internal and
—* Simple use-—------» Inner linkage- -~ -* Quter iw<age‘ External use

Fig. 3. Flow chart on how to use data

1.7 HOW?(Usage) i
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Table 1. The Classification for data usage
1 How to use data Basis
1.1 Why?(Objective-Depending on the purpose of the data)
The purpose of statistical preparation, scientific research, and
111 preservation of public records in accordance with Paragraph 1 of
o Article 28-2(processing of pseudonym information, etc.) of the
Personal Information Protection Act of Korea
1.1.2 1.1.1 Other purposes
1.2  What?(Linkage source)
1.2.1 When the source data to be combined is the same institution
1.2.2 When the source data to be combined is from different institutions
1.3 Where?(Process - From the point of view of de-identifying data)
1.3.1 De-identification within the institution(company)
De-identification of data outside the institution(company) (eg, as a
1.3.2 private specialized institution, which is not possible under the
current legislative decree, but can be introduced in the future)
De-identification of data by the Korea Personal Information
133 Protection Committee or a specialized agency designated by the
T relevant ministries in accordance with the current enacted E )
enforcement ordinance. O;(pansmn
1.4 Where?(Place) environme
141 When the place to use the data is used only within the institution | -ntal
Y or the company control
This applies when the place where the data is to be used is classificati-
1.4.2 outside the institution or company (for example, a private on q
specialized institution). propose
by Duncan
1.4.3 Both 1.4.1 and 1.4.2 et al. (5)
15 How? (Release-In terms of data disclosure, depending on how the data will | (4 =) 7)
' be released after the data has been de-identified)
15.1 Disclosures are only made within the company’s or institution’s
e own analysis room
1.5.2 Full disclosure to the general public
153 Disclosure by mutual agreement between the data provider and the
o data user.
154 Disclosure only within sandboxes with security facilities for
o external users
1.6 How?(Provision)
1.6.1 When data provision is one-time
162 When data is provided periodically (monthly, quarterly,
T semi-annually, etc.)
1.6.3  When data is provided for a predetermined period
1.7 How?(Usage)

1.7.1 When the purpose of using data is a single purpose

1.7.2 When the purpose of using data is multi-purpose
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Table 2. The Classification for data usage environment

2 Data usage environment

Basis

Possibility of re-identification attempt:
2.1 re-identify data users or receiving organizations or companies and
the level of personal information protection

the intention and ability to

Refers to the intention of re-identification of data users or

211 receiving organizations or

information

Realistically expand
the guidelines in

companies, the ability to Korea (9] and
re-identify, and the possibility of

linking with external reflect provisions
regarding the

2.1.2

Refers to the ability to protect the personal information of | pseudonymization of
data users or receiving organizations or companies

the revised Personal

Impact on information subject when re-identified: refers to the
2.2 effect on data subject when data is re-identified intentionally or

unintentionally

Information
Protection Act

2.2.1 Same as above 2.2
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Table 3. Difference between the guidelines for de-identification of personal information in Korea(9)
and the proposed method

Classi  Guideline in

ficati Korea The proposed scheme
on # (9]
- Distinguish between pseudonym processing and anonymous processing,
Applicable that is, apply with different detailed indicators
Com only for - In the case of anonymization, the indicators in (Table 2) 2.1.2 are
mon anonymous excluded. This is because anonymous processing is not subject to
processing protection in accordance with Article 58-2 of the Revised Personal
Information Protection Act.
No
distinction
between
the internal
and Classified as separate indicators
external
use of an
211 institution
(company).
Only the 2 indicators below are evaluated as yes / no, and the remaining
indicators are used on a b-point scale.
1) There is a possibility that the data user or requester may provide the data
to a third user without prior permission
2) The data user or requester does not reflect the phrases such as
prohibiting re-identification and restricting data provision to third parties
All yes / no in the contract related to data use (provision).
evaluation The three indicators below are used separately on a 5-point scale.
by detailed 1) Operates according to the management plan for storage and processing of
indicator data
2.1.2 2) Data is provided or provided in a secure manner with physical and
technical protection measures in place.
3) Authorization and access history of personnel who can access data are
managed
All changed to a 5-point scale and some modifications were made (refer to
2.2.1
(Table 4)).

Table 4. Detailed indicators on ‘2.2.1 Impact on information subject during re-identification” among
classification systems for data use environment

Detailed indicators Check
o When data is intentionally or unintentionally re-identified *, it is possible to create social
confusion due to legal, moral and technical issues b-
* When the identification information corresponds to sensitive information or includes point
information that directly invades the privacy of an individual, such as a phone number scale
email, or ID
L . . . . . . L 5-
o When data is intentionally or unintentionally re-identified, it may infringe the personal point
information or privacy of the relevant data subject. scale
L , . . . - . . 5-
o When data is intentionally or unintentionally re-identified, it may cause economic or point
uneconomical losses to relevant data subjects. scale
o When the data is intentionally or unintentionally re-identified, it may cause economic or pgi_nt

uneconomic losses to the applicant institution. scale
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Table 5. The Classification for data(itself)

3  Datalitself) Basis

3.1 Data organisation: The organisation of the original data itself

3.1.1 Whether a unique identifier is included in the data

3.1.2 Total columns of data

Revised and

3.1.3 Single or multiple statistical characteristics of dataset
expanded the

3.1.4 Total number of quasi-identifier columns United States
. - data
3.1.5 Total number of sensitive information columns context-based
3.1.6  Whether the original population is for all citizens risk
measurement
39 Data distribution: distribution of attribute values in each column of | method (6,
' original data and whether outliers are included 7): reflects
3.2.1 Distribution of attribute values in each column (attribute) only )
k-anonymity
3.2.2 Whether personally identifiable outliers are included -) expands to
data

3.3 Data sensitivity: the sensitivity of the original data itself .
composition,

Single, multiple, concatenated (behavioral or locational) | distribution

3.3.1

temporal characteristics of the original data and
- . sensitivity
339 Whether or not data restricted by the Personal Information
e Protection Act of Korea is included
333 Whether sensitive information covered by the industry group is

included

Table 6. Differences between the guidelines for de-identification of personal information in Korea(9)
and the proposed method in the classification of data(itself)

Guideline in Korea(9) The proposed scheme
I\/Ieasu.re— When evalu.atlngl gdeguacy after Before de-identification
ment time de-identification
_ Whether a unique identifier is included in
the data
Data size 3.1.1
3.1.2
Specification by 3.1.3
data column ) Data organisation 314
Metric (range, number. Details are not R
etc.) provided 3.1.5 Refer to
3.1.6 (Table 5)
istributi 3.2.1
Distribution by Data distribution ————
data column 3272
o 3.3.1
- Data sensitivity
3.3.2
How to Expert qualitative judgment Calculated by quantitative checklist type

measure
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Table 7. Measurement of data organisation parts in data(itself) classification(some examples)

Detailed indicators

Check

Whether a unique
identifier is included

o Does the column contain unique identifiers?

Appropriate /
Inappropriate

Number of data

o The possibility of linking with other data is high due to

the large number of columns (measurement of simple Yes/No
columns .
quantity).
1. Dataset represents a single statistical attribute
- Example: In the case of card company data, there are O 1
Statistical characteristics only attributes for card use. — -
2. Dataset represents several statistical properties
of dataset ; .
- Example: In the case of card company data, it 0 5
includes various properties such as card use, point
use, and card loan.
Number of o The number of quasi-identifiers among the columns is
quasi-identifier (Ql) high, so there is a high possibility of personal Yes/No
columns identification through linkage with other data.
o The number of sensitive information in the column is
Number of sensitive high, so _|t is hlghllv possible _to identify an individual
. through linkage or inference with other data, and there Yes/No
attribute (SA) columns . . o : ) )
is a high possibility of invading privacy to the
identified object through identification.
Table 8. Risk measurement scheme according to data situation classification
Measurement field Measurement item Refllectloon
ratio (%)
1. How to use data Simple use, internal linkage, external linkage 40 40
. L In th f
Re-identification sgudoen Camsiez)a(t)ion (7.5)*
Possibility to intention and P In th y f
> Dat attempt ability nthe Cf"‘s‘i.o 15
- Data usage re-identificati anonymization 30
environment on Personal information protection level N
o (7.5)
(Only for pseudonymization)
Impact of information subject on re-identification 15
Data organization 15
3. Data(itself) Data distribution 6 30
Data sensitivity 9
Total reflection ratio 100 100
* Only for pseudonymization
Table 9. Processing level according to the final evaluation result
Final risk level Frequency rate (%) Final score
Level 1 Normal 29.2 (b2
Pseudonymization Level 2 High 44 .2 y=52 & {70
Level 3 Very High 26.6 y= 70
Level 1 Very Low 9.8 (42
Level 2 Low 21.8 )= 42 & ( b3
Anonymization Level 3 Normal 36.8 )= 53 & ( 68
Level 4 High 21.8 )= 68 & (79
Level b Very High 9.8 )= 79
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3.4 HuEH

$2]= Table 11&
3} 7)Ee AlgkE HPHES

33}

‘ How to use data (simple use of pseudonymization)

‘ 1.3 WHERE?(Process) ‘ ‘ 1.5 HOW?(Release) ‘

\ 1.6 HOW?(Provision) ‘ \ 1.7 HOW?(Usage)

‘ 1.3.1 Inside the organ }_‘

room
Low

Very Low

1:3.2 Outside the | 153 Data Use
_ institution Agreement
(private institution)
High \ Normal

external
users
(closed room)

\ 1.5.4 Sandbox for

Low

1.5.1 Internal analysis |

*
] \ /
| /

ﬁ 1.6.3 A fixed period

1.6.1 One-time

Low
1.7.1 Single purpose use

Normal

1.6.2 Periodic period

High 1.7.2 Multi-purpose use

High

High

‘ ————> The flow of pseudonym information

Fig. 4. Flow Chart(How to use data(simple use of pseudonymization))

Table 10. Risk calculation table for simple use of pseudonymization

Frequency

Total score Count ratio Freguency sum Risk Risk score
8 1 5.56%
9 1 5.56% 22.2% Normal 24
10 2 11.11%
11 3 16.67%
12 2 11.11% 44.5% high 32
13 3 16.67%
0,
1‘51 g ﬁﬁ; 33.3% Very high 40
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Table 11. Comparison of existing risk measurement methods with the proposed method

Duncan et al(b)

Emam’

Guideline in

The proposed

scheme(6,7,14,15) Koreal(9) scheme
Measurement
before 0 0 X(=R| & &%) 0
de-identification
o o Quantitative and o
How to measure Qualitative Qualitative S Quantitative
qualitative
Who, what, Why, what, where
How to use data where, how, X X and how, divided
divided into 4 into 7
Analysis of the
Importance of possibility of
data, potential re—?;t:rﬁi?régﬁon Improving
injuries / damages ! ‘Guidelines in
Data usage . L and its effect on ,
. X to patients, validity . Korea'(9)
environment the data subject
of approval when (Refer to
(mainly dependent . D (Table 3))
on precedent) re-identification
occurs
(quantitative)
Data specification Improving
and ‘Guidelines in
Data(itself) X k-anonymity only de-identification Korea'(9)
status analysis (Refer to
(qualitative) (Table 6))
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